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ABSTRACT

There is a growing need for responsible spatiotemporal data shar-
ing in our daily lives. Applications such as connected vehicles and
mobile advertising are currently undergoing a significant digital
shift, demanding new standards for privacy-aware solutions and
the integration of machine learning technologies. In this tutorial,
we present the concepts and challenges encountered when maxi-
mizing the utility of spatiotemporal data while enforcing rigorous
privacy and security measures. We review modern data sharing
mechanisms that provide stakeholders with the power to estab-
lish precise terms for the usage and sharing of their data, secured
by a robust data infrastructure. We will explore how such shar-
ing mechanisms interplay with complex privacy stipulations and
advanced spatiotemporal analytics. Attendees will leave with a
comprehensive understanding of how to navigate the delicate bal-
ance of spatiotemporal data usage, paving the way for innovation
in privacy and compliance methodologies across various industries.
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« Information systems — Data exchange; Spatial-temporal sys-
tems.
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1 INTRODUCTION

Spatiotemporal data [1] is characterized by its spatial and tem-
poral attributes. It is a major source of value across applications
and sectors, including but not limited to mobile phone advertising,
vehicular telematics, urban planning, environmental monitoring,
public health, and logistics. Sharing spatiotemporal data generates
value for all these applications, but it is challenging due to the
sensitiveness of the data. Spatiotemporal data reveals fine-grained
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geographical locations over specific time periods, introducing im-
portant challenges related to privacy and compliance. This tutorial’s
objective is to lay out the principles of spatiotemporal data sharing,
discuss privacy implications of such data, and describe concrete
techniques used to responsibly handle this kind of data.

As an example, modern vehicles are equipped with 3G/4G/LTE/5G-
based telematics capabilities that transmit vehicle location, tra-
jectory, and on-board data to power mobility services, help im-
prove driver safety, inform infrastructure operations, and more.
These streams of data are valuable by themselves. But when com-
bined with other spatiotemporal data they become even more valu-
able [25]; e.g., better precision in smart city use cases such as dy-
namic intersections and citizen reporting of infrastructure issues,
or commercial offerings such as usage-based insurance, risk man-
agement [14, 15], and en-route recommendations. Automakers who
otherwise with each other could simultaneously benefit from col-
laboration over this data to improve driver safety.

Despite the upsides, sharing such fine-grained spatiotemporal
data is a critical privacy and security concern e.g., if data is mis-
used or rogue actors overshare. A recent report has highlighted the
potential for damage [19] and has motivated legislators to question
automakers about their spatiotemporal data sharing practices [6].
While mitigating these issues is paramount, it also can risk leaving
the potential value of responsible sharing untapped. Data flows from
individual vehicles to the automakers’ (or third-party telematics
service providers’) infrastructure. However, collection and reten-
tion of such data are at odds with privacy, security, and compliance
concerns, which often result in unmaterialized dataflows. Data is
simultaneously valuable and a liability. The threat of losing control
of dataflows and leaking data beyond what’s permitted is a signifi-
cant impediment to unleashing the power of data science over such
rich pooled datasets, and this is not only true in the automotive
telematics space but across sectors and applications.

What is covered: This tutorial will provide a structured overview
of spatiotemporal data management, focusing on the challenges
and techniques for secure, efficient, and compliant data sharing. It
will cover the fundamentals of spatiotemporal data characteristics,
delve into privacy and security concerns, and explore responsi-
ble dataflow management strategies. Participants will learn about
implementing privacy-preserving protocols and frameworks for
data sharing, with practical use cases such as connected vehicles.
Additionally, the tutorial will address future trends, emerging tech-
nologies, and potential challenges in the field, equipping attendees
with theoretical knowledge that will help them consider how to
balance the pros and cons of sharing spatiotemporal data.

Intended Audience

We expect the audience to be data management researchers, indus-
try professionals in sectors reliant on spatial and temporal data
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data, and academics including faculty and graduate-level students.
Attendees are expected to have a foundational understanding of
database concepts and systems, as well as a basic familiarity with
issues surrounding data privacy and security. Prior exposure to spa-
tial or geographic information systems (GIS) would be beneficial
but not necessary; we will design the tutorial to to equip partici-
pants with the knowledge necessary to engage with cutting-edge
research and applications in spatiotemporal data sharing.

2 MOTIVATION

Our tutorial is motivated by the rapid growth and use of spatiotem-
poral data in multiple industries. Modern smartphones are equipped
with location sensing capabilities using capabilities such as GPS and
cell tower triangulation, powering industries such as advertising at
the billion-person scale [10]. Simultaneously, there are expected to
be 470 million connected vehicles by 2025, representing a global
industry worth hundreds of billions. Cars’ sensors capturing driver
behavior and routes pave the way to answer questions related to
safety, urban analytics, advanced driver assistance systems (ADAS),
self-driving, and logistics. At a time when the automotive industry
is going through a digital transformation prompted by the introduc-
tion of electric vehicles and advanced telematics sensors, it is more
important than ever to provide responsible infrastructure to collect,
combine, and analyze data to extract its value while controlling for
privacy and compliance risks of highly sensitive data. There are
similar trends of growth of spatiotemporal data in domains such as
smart cities [17], aviation [16], and public health. Together, these
depict the contours of a large opportunity locked behind important
challenges. The tutorial will explain the main use cases around spa-
tiotemporal data sharing as well as the principles and technologies
in use today to enable such a process. We pay special attention to
the compliance, privacy challenges:

Transparent Privacy Compliance: We will introduce techniques
and protocols to enable data scientists work across shared datasets
without worrying about inadvertent violations of privacy regula-
tions, and ensure that they are compliant with all listed regulations.

Improved Collaborations: We will discuss techniques to establish
collaborations among participants. These techniques are geared
toward reducing the logistics involved in forming data sharing
partnerships and the risks of data sharing.

Reduced Privacy-related Backtracking: When working outside
controlled environments, data scientists may face a risk of privacy
violations that may require re-analysis or data disposal, due to mis-
specification of privacy preferences, or implementation issues. Due
to the controlled setup, the impact of such incidents is mitigated.

Here, we review ideas and tooling from both academia and industry.
On the academic front, we will discuss privacy-enhancing technolo-
gies (PETs) such as multi-party computation [8], and data escrow
systems [26]. On the industrial front, we will offer an overview of
data clean room technologies [7] and privacy and confidentiality-
focused data infrastructure as offered by major cloud providers
and platforms such as Microsoft Azure AE, Snowflake, Databricks,
Microsoft CCF [20], and PySyft [31]. Our goal is to present the
capabilities of these different techniques to the audience and trace
those back to the requirements of practical data sharing scenarios.
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3 CONCEPTS COVERED

The tutorial is divided into two parts, starting with a primer cover-
ing the fundamentals of spatiotemporal data and data sharing. The
second part presents use cases to illustrate ideas from the first part.

3.1 Fundamentals

Spatiotemporal Data and Primitives: We formally define spa-
tiotemporal data. We introduce the basic primitives and publicly
available datasets to explore this data, offering illustrative examples.
Then, we look into sourcing such data — processes and technologies
involved in collecting, processing, and analyzing large volumes of
data from different sources — including vehicles — which include
their location and trajectory over time. The pipelines are designed
to leverage this data for various applications, such as smart trans-
portation systems, safety features, and enhanced mobility services.

Spatial and Spatiotemporal Joins: Spatial joins [9, 27] allow
spatial datasets to be merged based on geographical relationships,
such as location, proximity, or overlap. For example, this method
often pairs data points from one set with their nearest neighbors in
another, based on spatial criteria, enabling the efficient integration
and analysis of disparate geospatial data sources. On the other
hand, a spatiotemporal [1, 5] join expands upon this concept by
also incorporating the element of time, merging datasets not just
based on spatial proximity but also on temporal alignment. This
type of join considers both the location and the time frame of the
data points, facilitating a more dynamic analysis that is crucial in
tracking movements over time, making them indispensable in fields
where both spatial and temporal factors are crucial, such as vehicle
telematics, urban planning, and environmental monitoring.

Controlling Dataflows: We define dataflow and present the dataflows
that materialize in several spatiotemporal scenarios. Controlling
dataflows [4] refers to the secure and regulated transfer of telem-
atics data between stakeholders, e.g., vehicles, automakers, and
potentially other third parties. It ensures that the data is only ac-
cessed and used by authorized entities in a manner that is compliant
with privacy regulations and security protocols.

Privacy & Regulatory frameworks, Compliance Contracts:
Frameworks like the GDPR (General Data Protection Regulation) [13,
24] in the European Union and the CCPA (California Consumer
Privacy Act) in California play a crucial role in managing and pro-
tecting spatiotemporal data, such as that used in telematics. These
laws, and the underlying frameworks, were enacted to address
the complexities and risks associated with the collection, process-
ing, and storage of personal data, particularly in the context of
advanced digital technologies and the global flow of information.
These frameworks set strict guidelines on how personal data, in-
cluding location and time-specific information, should be collected,
processed, and stored. They emphasize the need for consent from
individuals before their data is used, ensure transparency in data
handling processes, and mandate prompt notifications in case of
data breaches. For businesses and organizations dealing with telem-
atics data, compliance with these regulations is essential not only
for legal conformity but also for maintaining user trust, managing
expectations, and protecting individual privacy. This is particularly
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relevant in a world where data is increasingly used for a multitude
of applications, from improving transportation systems to person-
alized marketing, making the ethical and secure handling of such
information a top priority.

We will further discuss examples of contracts or agreements
that outline how data must be handled to comply with the above
privacy laws and regulatory frameworks. These contracts define the
obligations of parties to protect sensitive information and establish
the parameters for data usage and sharing.

Data Exchanges, Escrows, and Pools: There is a growing need
for data exchanges — platforms or mechanisms that facilitate the
secure exchange of vehicle data between parties, allowing for the
data to be shared and combined with other datasets to enhance its
value, while also ensuring compliance with privacy and security
requirements. In this setting, the placement of data can often be a
critical concern, especially when considering analysis or computa-
tion over multi-party data. Here, a data escrow can be implemented:
trustworthy intermediaries [26] that hold and protect vehicle data
and only release it when predefined conditions are met. These con-
ditions would be aligned with privacy and security requirements,
ensuring data is used appropriately and reducing the liability for
data providers. Another factor to consider is that combining data
across multiple parties increases its value beyond the sum of the
parts. In this part of the tutorial we explain how, and present the
principles of data pooling, including incentives [4, 30], compliance,
and technical challenges to achieve such pools.

Query Federation: One approach to dealing with private data is to
federate the query itself. Systems such as HUFU [17] optimize fed-
erated spatial queries like range, counting, and kNN join, ensuring
high efficiency and usability, while also decomposing queries into
plaintext and secure operators, balancing performance and security.
Such a federation approach differs from data escrows and other
Privacy Enhancing Technologies (PETs) in several key ways. While
data escrows centralize data storage and manage access through a
trusted third party, spatial query federation allows data to remain
distributed across multiple owners. The distributed coordination in
federated systems versus centralized systems such as data escrows
pose tradeoffs in security, efficiency, and management overhead,
which we will walk through in the session.

Federated Learning: Federated learning [29] offers a host of tech-
niques to train a central model while keep data locally. If moving
data is a problem, federated learning provides a technical solution
to avoid that—even though some leakage still takes place through
the exchanged gradients [28]. Furthermore, the techniques are gen-
erally limited to training certain machine learning models. Thus, we
leave an in-depth discussion of this line of work out of the tutorial.

3.2 Spatiotemporal Data Sharing Use Cases

We will illustrate use cases for spatiotemporal data sharing in do-
mains such as ad tech and vehicular telematics. The ad-tech business
depends on combining data from multiple parties privately, e.g., so
that a vendor understands the performance of an advertising cam-
paign per geographic area. Vehicles are often called “smartphones

SIGMOD-Companion ’24, June 9-15, 2024, Santiago, AA, Chile

~~_ Oa 555

L P )|
Igg[/,’@\g $$
(. Tl

~
~ =)

Figure 1: Example Use Case: Parking Recommendations can

be based on factors such as proximity, price, and availability,
but also consider the privacy of the vehicle’s trajectory.

on wheels”, in other words, massive sources of data streams valu-
able to both drivers and society — when such data leads to bettering
transportation systems and overall safety. We overview the chal-
lenges of combining vehicular data and the value that arises from
such combination. Through a real-world use case, we illustrate the
principles outlined in the first part of the tutorial. As part of our use
case, we overview the different data streams vehicles produce, both
those that are transmitted in real-time to the cloud and those that,
while remaining in the vehicle while driving, are eventually shared.
We overview the origins of vehicle data, which in this context may
include individual vehicles, fleets, and telematics providers. Mul-
tiple stakeholders such as automakers, government agencies, and
third-party vendors have an interest in accessing and using this
data for various purposes. Specifically, we highlight the challenges
of integrating spatiotemporal data with different granularities, and
the data quality and robustness challenges that arises from such a
process. We then explain mechanisms to simplify the problem and
practical solutions to gain value from the combined data.

Example use case: Parking Recommendations: To illustrate
the concepts in this tutorial, we will walk through an example use
case of a parking recommendation system available in some vehi-
cle’s dashboards. City parking is a large-scale problem globally, e.g.,
parking in Chicago generated over $150 million in 2021 [23]. Such
parking recommendation systems combines the vehicle’s real-time
location, obtained through GPS and telematics, with live parking
availability data from nearby garages. This integration allows the
system to continuously monitor both the car’s current position
and the occupancy status of various parking facilities. By process-
ing this combined data, the system can identify optimal parking
options based on factors like distance, availability, and user prefer-
ences, such as price. Recommendations are dynamically updated
and displayed to the driver, often through the vehicle’s infotain-
ment system, complete with navigational directions to the chosen
parking spot. This approach not only streamlines the parking pro-
cess for the driver but also contributes to better traffic flow in urban
areas by reducing the time vehicles spend searching for parking.
Integrating a car’s future planned trajectory into a parking
recommendation system enhances its precision but significantly
heightens privacy concerns. This feature involves sensitive data
that not only reveals the driver’s current location but also possi-
bly their intended destinations and travel patterns, posing risks of
unauthorized access and potential misuse. This data is inherently
both spatial and temporal - both the vehicles location and parking
availability are changing constantly. Furthermore, it highlights the
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challenges of explicit user consent from drivers, and the need to
adhere to privacy regulations like GDPR and CCPA. These mea-
sures are crucial to protect individual privacy, maintain user trust,
and comply with legal standards while leveraging the advanced
capabilities of spatiotemporal data in enhancing parking solutions.

In the tutorial, we will walk through how such a system can be
implemented using spatial data escrows, a solution that combines
the concepts described in the previous section. The framework,
particularly pertinent to systems that integrate a vehicle’s planned
trajectory with parking recommendation services, serves as an
intermediary, managing the access and use of sensitive data under
well-defined conditions. This approach ensures that the spatial
data, including future route information, is handled responsibly,
balancing the enhanced functionality of telematics services with
the crucial need for data privacy and security.

Here, we will first explore how a spatial data escrow provides
controlled access to the trajectory data. It establishes a protocol
where data is only released or used if certain criteria, such as user
consent, compliance with privacy laws, and adherence to specific
contractual terms, are met. This mechanism significantly minimizes
the risk of unauthorized data access and misuse. We will delve into
the methods of data anonymization and aggregation within the
escrow, demonstrating how it can effectively mask individual data
points to prevent the identification of specific users or vehicles,
thereby aligning with privacy regulations like GDPR and CCPA.

Furthermore, we will cover a data escrow system’s auditing and
accountability features, which provide an essential layer of trans-
parency and trust. By keeping detailed records of when and how
the data is used, the escrow system not only facilitates compli-
ance with regulatory requirements but also serves as a tool for
resolving disputes and investigating potential breaches. Lastly, we
will address how the spatial data escrow framework acts as a risk
mitigation tool, ensuring that the data flows align with the pre-
determined rules and policies, thereby significantly reducing the
liabilities associated with handling sensitive spatiotemporal data.
This comprehensive overview will equip participants with a clear
understanding of implementing and managing a spatial data escrow
system, an indispensable component in the landscape of modern
data sharing and analytics.

4 STRUCTURE OF TUTORIAL

The tutorial will have the following format:

Introduction to Spatiotemporal Data:
e Overview of Spatiotemporal Data: Definitions and Characteristics
o Working with GPS Data, Trajectories, and Aggregates
o Use cases in Spatiotemporal Data Management
(e.g., Telematics, Advertising, Parking Example)

Basics of Data Privacy and Security

o Fundamentals of Data Privacy: Concepts and Principles
e Introduction to Data Security in Databases

e Regulatory Landscape: GDPR, CCPA, and more

Dataflow Management in Spatiotemporal Context
o Understanding Dataflows for Spatiotemporal Data
o Principles of Dataflow Design and Management
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e Case Studies: Effective Dataflow Management in Practice

Privacy-Preserving Techniques in Data Sharing

o Techniques for Ensuring Privacy in Data Sharing

e Anonymization, Encryption, and Differential Privacy

e Practical Challenges and Solutions in Privacy Preservation

Advanced Data Sharing Mechanisms

o Designing Data Sharing Protocols and Frameworks

e Dataflow Contracts, Escrows, and Unions

® Role of Data Escrow Systems in Spatiotemporal Data

Survey of Existing Tools
e Tools for Spatiotemporal Data Exploration
e Tools for Data Sharing

Example Use Case Walkthrough
e Use Case: Parking Recommendations
(provided as Fupyter Notebook to follow along)

5 OPEN PROBLEMS

Despite tremendous production and research-facing activities in
this space, we are left with several open research questions, which
we encourage the community to consider:

Complex Analytics Primitives: Given the complexity of privacy
semantics, what is the impact of controlled dataflows on complex
analytics primitives such as scalable aggregation techniques, index-
ing, and data compression?

Data Quality Challenges: Spatiotemporal data from sensor-sourced
vehicles is often incomplete and suffers from several data quality
issues; how do we build query platforms that simultaneously handle
and represent uncertain, incomplete, and privacy-controlled data?

Usability and User Interaction: In terms of the end-users, what
challenges and complexities does such a platform and controlled
dataflow layer add, both from a systems perspective (e.g., latency),
and from a user perspective (e.g, increased cognitive load)? How do
we design spatiotemporal primitives that cleanly allow for express-
ibility and explainability [2, 21] without increasing complexity?

Data stewardship and Ethics: Even in the presence of perfor-
mant and semantically correct systems, it is important to consider
the ethical implications [11] of data sharing, including consent,
stewardship of data, and potentials for misuse.

Systems Performance: Given the real-world performance require-
ments imposed by large volumes of spatiotemporal data, how do
we implement data processing over encrypted data while main-
taining high performance? For this, we consider the real-world
performance requirements of such a system, with the need to sup-
port high-frequency, low-latency data fusion across hundreds of
millions of vehicles.

Answers to these questions are crucial to enable trustworthy com-
putation and readily provided by the data escrow infrastructure on
top of which we build. Longer term, we hope that this introduction
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of principles and mechanisms to facilitate data sharing while avoid-
ing oversharing through this tutorial will spark the building of a
larger community in this space.

6 PRESENTER BIOGRAPHIES

Raul Castro Fernandez’s research focuses on data markets, data
privacy, and building systems that aid in managing, sharing, and
integrating private data. This includes Data Station [26], a data
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Nandi spun off his work on interactive spatiotemporal analytics into
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